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Abstract

It is hard to imagine a well-designed cryptographic application that does not use random numbers

[1]. It is essential for generating secret keys and thus any secure application. Inadequate source of

randomness can compromise the strongest cryptographic protocol [2]. This paper analyses the

/dev/random Pseudo Random Number Generation (PRNG) using standard statistical tests [3] and

“A new statistical test for bit strings” [4]. The result shows that although /dev/random PRNG

passes the standard statistical test it fails the later test, which is based on “predict or pass test” [5].

The result exposes the weakness of PRNG based on /dev/random usually used in Linux systems.
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