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Abstract

Protecting confidential data in computer systems is an actively researched area with no ample solution. While access
control and encryption avert confidential information from being read or altered by unauthorized users, they do not
regulate the information dissemination after it has been released for implementation. Presented study approach
aimed to handle secure information flow which has been one of the main parts of research with respect to security in
databases. The applications of this is multi-fold in database security, for ensuring end-to-end confidentiality and
integrity in database scheme, building more secure web applications. Secure information flow is encompassed of two
related characteristics: information confidentiality and information integrity, instinctively affecting to the reading
and writing of the information. To enable such evaluations, author present label based approach an abstract interface
for information flow labels armed with an idea of authority, and study several ideas of implanting between them. The
simplest is a straightforward idea of injection between label algebras. Author use this as an outline to define and
compare a number of existing label algebras, including recognitions of the familiar defect, confirmation, readers, and

disbelief models, as well as label algebras based on several existing approaches.
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