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Abstract

Cryptography plays an important role in the segunf data. It enables us to store sensitive
information or transmit it across insecure netwasksthat unauthorized persons cannot read it. The
need for privacy has become a major priority angdrtant for communication in all fields.
Widespread use of personal communications devias®hly increased demand for a level of security
on previously insecure communications The urgemeysécure exchange of digital data resulted in
large quantities of different encryption algorithmehich can be classified into two groups:
asymmetric encryption algorithms (with public kdgaithms) and symmetric encryption algorithms
(with private key algorithms) [1]. In this papergewse FPGA chips to realize high data throughput
AES hardware architecture is proposed by partitigrihe ten rounds into sub-blocks of repeated AES
modules. In this paper we have detailed the altemalesign of both direct, inverse MixColumn

transforms and high secure nonlinear S-box requiréde AES hardware implementation.
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