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Abstract

Normal bases are widely used in various cryptographic functions and algorithms
to provide the confidentiality, integrity and security to the messages. These are
important in efficient computation of the arithmetic of finite fields. Let « be a
normal element of For over Fy and the vector u = {ug, w1, ..., up—1} is symmetric
if u; = uyp—; for all 1 < i < n — 1. We show that there exists a normal element
«a corresponding to a prescribed vector u such that u; = Trzn‘2(a221,727,+1) for

0 <i <n—1, where n is positive integer if and only if vector u is symmetric and
ug =1, Y u; =1, for odd n > 3.

1. Introduction

Let F, be a finite field and Fyn be the subfield of Fyr. 1f a € Fyn and {a,at,...,a¢" ™"}
is a basis for Fy» over Fy, then the basis is a normal basis of Fy» over F,, and « is a
normal element, see [5]. For any positive integer n, and m dividing n, the trace function

from Fan — [Fom | denoted by T'r), is the mapping defined as

Key Words : Trace function, Hamming weight, Symmetric vector.

2010 AMS Subject Classification : 11T71, 12E20, 12E30.
© http: //www.ascent-journals.com UGC approved journal (Sl No. 48305)



2 P. L. SHARMA & KIRAN DEVI

o
Try () = Z 2" =a+a 4o+ a2 (1.1)
1=0

Normal bases of finite fields are discussed briefly in [1,5,12,17,19]. The normal basis
theorem is discussed along with proof in [13]. Due to the fast arithmetic computational
properties of normal bases over finite fields they are used in cryptography, hardware and
software multipliers . Normal bases design simple and fast multipliers of finite fields,
see [20]. Massey and Omura [6,8] used the normal bases over the finite fields with
characteristic 2. Low complexity self dual normal basis multiplier over Fs is discussed by
Wang [3]. Normal bases are also used for doing arithmetic operations, exponentiation
processes in all applications of computers, see [8,11,15]. Self dual normal bases are
used in cryptographic algorithims, but they do not exist for every finite field extension.
Therefore, the trace self-orthogonal relation can be used in place of self dual normal
bases in that case. The self dual normal basis Theorem [2] states that there is a self
dual normal basis of F,» over F, if and only if either ¢ and n are odd or ¢ is even and
n # 0 (mod 4).

The number of non zero entries in the prescribed trace vector gives the hamming weight
of the corresponding normal element. Generally, normal bases having low hamming
weight are used to reduce the cycle bit shift operations in arithmetic processes and
trace computations. At present irreducible polynomials over finite fields are used in
all applications of computers. Different constructions of irreducible polynomials are

discussed in [9,10]. A polynomial
f(x) =up + urz + uo?® + oo+ Upy_q "t (1.2)
is said to be symmetric if u; = u,—; for all 1 <i <mn — 1. The reciprocal polynomial of

g(z)= > wi' € Fonfa]/(2" — 1) (1.3)

0<i<n—1
is defined as the polynomial
q (z) = Z w;z" " (mod z" — 1). (1.4)
0<i<n—1

The corresponding vector u of the element o € Fyn is obtained from the trace self

orthogonal relations. The selection of good self- orthogonal relations of normal bases
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means that there exists more simple relation between Boolean and trace function, see
[20]. When « is taken from normal basis set then the function f(a) = Trano(a™) € Fan,
where 1 < m < 2™ — 1, becomes the rotation symmetric Boolean function. Therefore,
cryptographic algorithms are also studied by using rotation symmetric Boolean func-
tion, see [18]. We consider the ring Fa[z]/(z™ — 1) for the arithmetic of all polynomials

and give some lemmas and theorems related to this ring.

2. Main Results

. 2i_9t
The prescribed vector u; = Tranjp(a® —2'11)

is symmetric vector and the polynomials
formed by the coefficients of this vector are also symmetric. Therefore, the [Lemma 2.4,
20] and [Theorem 2.5, 20] also holds true for this prescribed vector u;. By using this
fact we have the following theorems and lemmas.
Theorem 2.1 For odd n > 3, suppose that
ply)= Y. wy €Falyl/(y" 1)
0<i<n—1
with ug = 1. Then p(y) = q(y) ¢*(y) for some
ay)= D> vy €Fafyl/(y" 1)
0<i<n—1

if and only if p(y) € P(y), where
Z U; = ]-a

. . 0<i<n—1,(i,2)=1
P=qply) = Z wiy' € Falyl/(y" — 1) up = 1, , (2.1)

<i<n— .
Osisn—1 U = Up_j for 1 <i<n-—1.

Also, p(y) € P(y) has a unique factorization p(y) = q(y) ¢*(y) for some ¢(y) € @, where,

Vo = 1,Un_1 7& 0,

_ _ " n_ Vo = 0,v1 75 0
Q=1 =¥ wieRbl/o - A700T0 (22)
for1<i#2<mn-—1.
Proof Let us assume that
p(y) = q(y)q* (v) (2.3)

for some
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Since, p(y) = q(y) ¢*(y) is equivalent to the following system of equations

Po(Y0s Y15+ Yn—1) = Yo + Y1 + . + Yn—1 = 1,
{ P, Y15 Yn—1) = >0 Yilhirj = Un—j, 1 < j<n—1 } : (24)
0<i<n—1
For 1 < j <mn—1, it follows from (2.1) and (2.3) that
Pi(Y0, Y1,y Yn—1) = Un—j,
= YoYj + Y1Y1+j + Y2Ya+j + - + Yn-1Yj-1
= YoYn—j t+ Y1Yn—j+1 + Y2Yn—j+2 + --- + Yn—1Yn—j—1
=
= Pn—j(Y0, Y15+ Yn—1)- (2.5)

It is clear from (2.2) and (2.3) that v = (vg,v1,...,vp—1) € Fan is the solution of (2.5)
and hence the solution of (2.4). Therefore, first part of (2.4) gives

Po(v0, V1, .oy Vp—1) = Vo + V14, ..o, +Up_1.

Also for Fan
2{: v; | + EE: v; | =0
(4,2)>1 (4,2)=1
and
v [ D v =1 (2.6)
(4,2)>1 (3,2)=1

Using second part of (2.4) and (2.6), we have

Sul [ Swl = Y v

(4,2)>1 (1,2)=1 0<j<n—1 0<i<n—1

= Z pj(UOaUla"'aUn—l)

0<j<n—1

= > u=L (2.7)

0<j<n—1
This completes the necessary part. In order to prove the sufficient part, firstly we prove

that the mapping

R:R(q(v) = a(y)a*(y), q(y) € F2[yl/(y" — 1)
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is one-one from @ to P. For this, it is sufficient to prove that

/

R : R (y07y17 "'7yn—1) - (pO(y()vyla "'7yn—1)7 ""7pn—1(y07y17 "'7yn—1))

is one-one mapping from Q" to P, where

Pj(yo,yly o Yn—1) Z YiYit; for 1 <j<n—1
0<i<n—1
and
Z Zp = 1’
/ 0<i<n—1
P = (zo,zl,...,zn_l) EFQn 20 =1 and ,

zi = n—ifor1 <i<n-—1.

Yo=1Ll,yp—1 =1,
Q = (yg,yl, ...,yn_l) S an Yo = O,yn_z =0 and . (2.8)
Yi = Yn—i for 1 <7< n—1.

Now, we show that the Boolean system in equation (2.4) is linear for (yo,y1,...,Yn—1) €
Q'. In order to prove this, we consider the following cases:

Case I. For 1 <j <n—1,(j,2) > 1, the n items y;y;4; in

PO YL Yn1) = D Yiliie (2.9)
0<i<n—1
can be seperated into "5 pairs and one term remains unpaired. These pairs are YilYitjs

Y(n—i—1—j)Yn—i—1 and the unpair term is ym-1-5 L) Yntg e Since (4o, Y1, s Yn—1) € Q
therefore y; = yn—i, Yi+; = Yn—i—; for i # 0. Thus yoy] =yj and Yp—iYn—1 = Yn—1. As
(j,2) > 1, therefore j must be even. The pairs y;yi+j, Yn—i—1—j)Yn—i—1 are different
foralli >n— (j+1)/2,7 < (n—7)/2 and hence the congruence equation i =n — i —
1 — j(mod n) has solution which is not possible for even j.

Therefore, we have
Pi (Y0 Y1, s Y1) = Z YilYitj
0<i<n—1

= Z YilYi+j + Yn—i—1—jYn—i—1
FYoYj + Yn—1—3¥Yn—1 + YoYn—j + Yn—1—(n—j)Yn—1 +

TYolnYri-n

= YtYirtYorpYe-n (2.10)
2 2
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Case II. For 1 < j <n—1,(j,2) = 1 there are two solutions i = (n—j5)/2,n—(j+1)/2
of the equation i =n —i—1— j(mod n). In this case the pairs y;yi+;, Ymn—i—1—j)Yn—i—1

are equal and hence their sum over Fs is zero. Therefore,

P (Y0, Y15 s Yn—1) Z YilYitj
0<i<n—1

(n (n=3)

can be seperated into + 1 pairs and remaining one term left unpaired. Since j is

odd, therefore

P (Yo Y1s -y Yn—1) = Z Yilitj
0<i<n—1

= Z YiYitj + Yn—i—1—jYn—i—1
0<i<(n—j)/2,i>n—(j+1)/2,i#0,n—j
FYn—j)/2¥i + Yn—1—Yn—1 + YoUn—j + Yn—1—(n—5)Yn—1
TYe-1=nYri-n
= Y TYji—1 +yanj +y% +yj#-

’

Case III. For j = 0, clearly y; + ypn—1—; = 0 and yp, +yn—1 = 1 as (Yo, Y1, .-, Yn—1) € Q.
This implies that po(yo, Y1, -, Yn—1) = 1.
Combining the above cases, for (yo, Y1, ...; Yn—1) € Q' we have the following set of equa-

tions:

P0(Y0, Y1, - Yn—1)

P1(Y0, Y15 s Yn—1)

P2(Y0, Y15 s Yn—1)
P3(Y0, Y15+ Yn—1) = Y3 + Yns +y2 + 1

( )

)

PalYo, Y1 .-y Yn—1

Z2
Z3
Z4
25 = P5(Y0, Y1y -y Yn—1) =

25 = Pj(Yo, Y1y ooy Yn—1) = Yj +Yj—1 + yj%l,Whel"e n is even ( > 2)
2j = pi(Y0, Y1y s Yn—1) = Yj + Yj—1 —f—yanj —l—y% —l—y%, where n is odd ( > 3).
(2.11)
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Therefore, the set of equations (2.11) concludes that

Z Zj = p1+p2+..+DPn-1

1<j<n—1,(5,2)=1
= Z Y + Z Yi

1<i<n—1,(i,2)=1 1<i<n—1,(i,2)#1
= 1. (2.12)

Thus, for all (yo, Y1, ..., yn—1) € Q the system of equations R'(yo,y1, ..., yn—1) € P, that
is, for all q(y) € Q" the system of equations R(q(y)) € P. Therefore, equations (2.11)
and (2.12) show that R(q(y)) coefficients are different for different ¢(y) € Q. Thus we
get R(Q) = P and it has unique factorization p = ¢.q* for some ¢ € Q.

Lemma 2.2 Let n be an odd positive integer such that
fulw)=" > wa' € Fyfz]/(a" — 1)
0<i<n—1

and

folw)= > wva' € Fyfa]/(a" - 1)

0<i<n—1
be symmetric polynomials with ug = 1, vg = 1, > u; = 1 and Y v; = 1. Also, we
suppose that
fu(@) = fu@)fol@) = Y wi’ € Fofa]/(a" - 1), (2.13)
0<i<n—1
then

Z w; = (u; + v;) (2.14)

1<i< 2 (4,2)=1 1<i< 2t (3,2)=1
and wo =1, w; = 1.
Proof Since f,(x) and f,(x) are symmetric polynomials, therefore by [Lemma 2.4, 20],

fw(x) is also symmetric polynomial. For symmetric polynomial f,(z), we have
> w= ) w
1<i< 22 (4,2)=1 2l <i<n—1,(3,2)=2

and

Z Ui = Z Uj -
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Also, for symmetric polynomial f,(z), we have
E U = E v,
1<i< 5t (4,2)=1 B <i<n—1,(i,2)=2

and

Y ou- ¥ w
1<i< Rzt (,2)=2 15 <i<n—1,(i,2)=1
Since n is odd, therefore, the even exponent terms in . w;x® are obtained by
0<i<n—1
multiplying the coefficients of w;z7 in f,(z) and vgz* in f,(z) under the condition

J = k(mod 2). Therefore,

Z w; = 2 Z U Z VL

1<i<moL (4,2)=1 1<<m5 (5,2)=1  1<k<™5E,(6,2)=1

+2 Z Uj Z Vi

1< (52)=2  1<k<™5L (k,2)=2

+ Z u; + Z Ui (2.15)

1<i<n=l (5,2)=1 1<i< 2L (3,2)=1

= (u; + ;).

Also for ug = 1,v9 = 1 we have wy = 1. Since > u; = 1 and > v; = 1, therefore,
the number of terms in f,(z) and f,(x) are odd and hence the polynomial f,(z) =
fu(x).fu(z) will also have odd number of terms. This concludes that ) w; is also equal
to 1.

Theorem 2.3 : Let n > 3 be odd positive integer then their exists a normal element
a of Fon over Fy coresponding to vector u = (ugp,u1,us,...,un—1) € Fan such that
u; = T'rgn‘g(a?i*?*l) for 0 < i < n — 1 if and only if u is symmetric with ug = 1, and
>u; = 1.

Proof : Since « is a normal element of Fon over Fy and its corresponding vector is

u = (ug, U1, U2, ..., Up—1) € Fon, then
2x0_90
ug = Tr2n|2(a2 2 = Tronp(a) =1 (2.16)

and
21

_ot 2(n—i) _on—1t
u; = TTQn‘Q(a.OC2 ) = Tr2n|2(a.a2 2N = Uy (2.17)
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for all 1 <¢ < n — 1. Suppose

2 __oi
g — o221+l

0<i<n—1,(,2)=1

and
2j_9J
= Z 2P+
OSJSn_17(]72):2

then s+t = 1. Also, T'ronj2(ar) = up = 1. Therefore,

Z u; = Z Q22 Z o2 =241 (2.18)

0<i<n—1,(4,2)=1 0<j<n—1,(j2)=2
= 1.

In order to prove the sufficient part we consider that the vector u = (ug, w1, ug, ..., Up—1)
€ Fon which satisfies the conditions ug = 1, u; = up—; forall 1 <i<n—1, > u; =1,
and

2i_91 .
u; = Tr2n|2(a2 Y 0<i<n-1.

The corresponding polynomial to u; is

fulz) = Z wiz’.
0<i<n—1
Normal basis theorem [14] states that there exists a normal element f corresponding

to Fon over Fy. Therefore,

0<i<n—1
is the polynomial corresponding to the normal element 3, where the v; coefficients of

the polynomial are given by

2i_9t
vi = Tronp(B* 2.
It follows that vg = 1,> v; = 1. This concludes that f,(z) is symmetric and hence

(fo(x), 2" — 1) = 1. The [Lemma 2.3, 20] suggests that f, '(z) = 3. w2’ is also
0<i<n—1

symmetric with vlo = 1 and relatively prime to x™ — 1. Also, for the polynomial ring
Falx]/(z™ — 1), we have
fol@) 5 (z) = 1. (2.19)
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Using (2.19) and Lemma 2.2, we obtain

Z vi-i-’ul/-:().

1<i<n—1, (i,2)=1

This implies that

Z ’U;: Z 1)7;:1.

1<i<n—1,(i,2)=1 1<i<n—1,(i,2)=1

Since fu(z), f; ' (z) are symmetric. Therefore by [Lemma 2.4, 20]

p(z) = ful@)f (@)= Y pia' € Fafu]|(a" — 1) (2.20)

0<i<n—1

is also symmetric. Using Lemma 2.2, we have pg = 1,> p; = 1 and

Z p; = Z v+ u; = 0.

1<i<n—1,(i,2)=1 1<i<n—1,(i,2)=1

This concludes that p(x) € P as discussed in Theorem 2.1, and hence p(x) has unique

factorization ¢(z)g*(x) . Therefore the solution of

q(x) = Z wizt € Q

0<i<n—1

is also the solution of p(x). Let « = > w32, then according to the [Theorem
0<i<n—1
2.2.6, 20], « is a normal element of Fon over Fy and using [Theorem 2.5, 20] in (2.20),

we obtain

fu(@) = fo(z)g(2)g" (2). (2.21)
which concludes that the corresponding vector for the normal element «vis (ug, w1, U2, ..., Up—1).
Algorithm :
The following algorithm is used to find a normal element of Fon over Fo corresponding
to a given vector u; = Tr2n|2(a22i_2i+1) forall0 <i<n-—1.
Input: u = (ug,u1, ..., up—1) € Fon.
1. Take n as odd, we check whether (ug,u1, ..., upn—1) € Fon satisfies ug = 1, u; = up—;
for 1 <i<m—1and > u; = 1. If this is not the case then output ”There is not such a
normal element”.
2. Find a normal element 8 of Fon over Fo.

3. Compute the vector set (vg, v1, ..., vn—1) Where v; = Tr2n|2(0422j*2j+1) forall0 < j <
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n— 1.
4. Use the Standard Extended Division algorithm to compute f,!(x)(mod z™ — 1) ,

where f,(z) = Y. vl
0<i<n—1
5. For odd n solve the linear system (2.11) to find the unique solution of ¢(z) =
> wia' € Qof p(x) = fu(x)fH(x) = q(x)q" (x), where w; = Py, 6 -
0<i<n-—1

Output: A normal element o of Fon over Fy exists and of the form > w;3°.
0<i<n—1
Example : Find a normal element « for the symmetric vector v = (ug, u1, uz...., ug) €

Fy7 such that u; = Tr2n|2(a22i_2i+1) for 0 <i<6,up=1and > u; =1.

Solution Since uy = 1 and > u; = 1. Therefore, possible values of u are

u = (1,1,0,0,0,0,1),(1,0,0,0,0,0,0),(1,1,1,1,1,1,1),(1,1,1,0,0,1,1),(1,0,1,0,0,1,0)
(1,0,0,1,1,0,0),(1,0,1,1,1,1,0),(1,1,0,1,1,0,1).

Let us find the normal element for the vector v = (1,1,0,0,0,0,1). By using Theorem
2.3, let 3 =~% +~ + 1 be the normal element of Fyr over Fy and

v = T7“2n|2(522j_2j+1) (2.22)
for 0 < 5 < 6. Then the corresponding symmetric vector of above Boolean function is
v = (vg, v1, V2, V3, V4, V5,06) = (1,0,1,1,1,1,0). (2.23)
Therefore, the polynomial formed by this vector v is given by

folz) = Z vt =14 22 + 2% + 2t + 2°.
0<i<n—1

Using greatest common divisor algorithm, the inverse of the polynomial f,(x)(mod x7 —
1) is
fil(z) =2t + 23+ 1.

Also, from the vector u, the polynomial is
fulz) =28+ 2+ 1.

Therefore,
ful@) f; ! (2)(mod ™ — 1) = p(x) (say).
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plx) = (A+z+2%@+23+1)(mod 27 — 1)
= 242+ 2?1 (2.24)

Using the polynomial (2.24) and w; = Paitmod n from [Theorem 2.9, 20] we obtain the

values of vector w as

wog=1l,wy =1,w=0,w3 =1, wg =1, w5 =0,wg = 1.

Let
q(x) = Z wir' € Q.
0<i<n-—1
Then
g(@)g*(x) = (I+z+a®+at+a%) (" +a°+ 2t +2° +2)
= Ll (2.25)

Therefore, (2.24) and (2.25) show that p(z) = q(z)q¢*(z), that is, f.(z)f; (z) =

q(z)q*(z). Thus, according to the Theorem 2.3 there exists a normal element

2¢ 2t
a= Y wf =) w(+y+1) =l+y+72 49"+
0<i<6 0<i<6
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