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Abstract

Directed digital signatures are probably the most important and widely used cryp-
tographic primitive enabled by public key technology, and they are building blocks
of many modern distributed computer applications. But many existing signatures
schemes lie in the intractability of problems closely related to the number theory
than group theory. In this paper, we would like to propose new technique for di-
rected digital signature scheme based on general non-commutative groups. The key
idea of our proposal is that for given non-commutative group and using monomor-
phism, we select polynomials and we construct all digital scheme parameters on
groups using monomorphism. This monomorphism can be used in all calculations
of parameters of signature scheme. The security of the proposed directed signa-
ture scheme and registration number is based on the intractability of the Polyno-
mial Symmetrical Decomposition Problem over the given non-commutative division
semirings.
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